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Constant Strife & Competition




A Little Histor

e ~3000 BC—Egypt: transformed hie

1500 BC—Mesopotamia: craftsmat
recipe for pottery glaze

* 600-500 BC—Hebrew scholars
monoalphabetic substitution
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 ~“50 BC—Caesar cipher aka shift c
substitution cipher Offset of 3

A|B|CIDJE|F



@ .  Abu Bakr Ahmad E
\” ben Wahshiyya an-

e 855—"Book of the Frenzied Devot
to Learn About the Riddles of Ancie

* Arabs first to employ systematic cr




N Mary, Queen of
\” vs. Elizabeth |

* 1586: Mary sent enciphered mess:
Anthony Babington, a conspirator

e Communications intercepted by Sir F
Walsingham (Secretary of State tc
and colleagues

as Phelippes easily deciphe




Mary’s Nomenc

* A mixture of codes and ciphers
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* And the consequence...
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Blaise de Vigen

* 1586: Encryption using a series of
ciphers based on a keyword

* Polyalphabetic substitution
* Defies letter frequency analysis
e Resisted systematic decryption f



http://en.wikipedia.org/wiki/Vigen%C3%A8re_cipher
http://www.cs.trincoll.edu/~crypto/historical/vigenere.html

Keyword is “RELATIONS”
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To decryptthe cyphertext, position the
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3. Readthe plaintextletter in the farleft column
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Thomas Jefferst

e ~1795 developed “wheel cipher”*
Used while Secretary of State

Consists of 20-36 disks each with 26 lett
each disk. Each disk is numbered.

Order of the disks represents the “k
Plaintext is spelled out by rotating ¢

*AKA Bazeries Cylinder. Re-invented by Etienne Bazeries in 1891.



Jefferson’s Wheel Cipher

36 wheels giving 36! Possibilities. 36! = 3.7199 x 10* or about 2128
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Jefferson Wheel Model M-94
Used by U.S. Military 1922-1943

14



American Civil \
(The Confederacy)

* Transmission by paper, semafore a
telegraph |

e Simple letter substitution

* Vigenere table (aka Vicksburg Squ

with only three code words:
— manchester bluff

mplete victory
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American Civil \
(The Union)

* Transmission principally by telegre
e Stager Transposition code (aka ro

* For an example see [}



http://www.vectorsite.net/ttcode_03.html

20th Centur

* Many advances in cryptography

* Even greater advances of cryptana

— World War 1: British successful in bre
German codes

— World War 2: British even greater
breaking German codes

Var 2: Americans very succe
anese codes '



Society’s Need and Use of Cryptology

Time Span | Primary Users Need
Long-long- Military and Secure
ago to 1960s | governments communications

1960s to 70s

Commerce and
the above

Secure
communications
and data storage

1980s to 90s

Individuals and

Secure data

the above storage and
communications
2000+ All the above Defend against

increased risk of
penetration and
theft




Modern Crypto

* Reliance on computers—algorithms t

and decrypt
* Transmission: Internet, satellite, radic

* Considerations for keys:
— Randomness
— Key size
Security of keys
e of crypto systems




(™, .
\ \lhe Achilles Heel of
\ g

John Anthony Walker
USN Chief Warrant Office
Spied for Soviet Union fo

1985, provided cryptologics

Enabling Soviets to decr
million USN messages

Soviets knew precise loc
USN submarines

Sentenced to life in prisc

21



Created by a true random number generator (TRNG)
From: random.org [ 1| (atmospheric noise)

22


http://www.random.org/

random number generator (PRNG)

indows us

Created by a pseudo

Microsoft W

ing rand( )

23



*‘\/ Importance of Key

» Keys are used to encrypt/decrypt i

e Strength of a key is a function of le
complexity and unpredictability

 Many (most) keys are 128-256 bit

— 128 bits (16 letters) = disentablishi

6 bits (32 letters) =
dsreisekrankenversicherung

*[Foreign] Travel Health Insurance



Key Length and Number of Combinations

Key Length Number of
(bits) Combinations (2N) Uses
1 2
2 4
4 16
m 256 Store characters
16 65,536
4,294,967,296 Computer OS
1.099 x 1012
7.205 x 1016 DES €Data Encryption
1.845 x 1019 Computer 08|  [Standard (1977)
3.403 x 1038 AES
6.277 x 1037 AES3 € Advanced
1.158 x 1077 AES Encrvotion
Sweet spot 9 1.341 x 10154 PGP Stan?a)rd (2001)
1.553 x 10231 PGP
1.798 x 10308 PGP_} € Pretty
3.232 x 101233 l PGF'I!SSL l Good
Secure Socket Layer P Privacy (1991+)

Number of atoms in the observable universe = 1078 to 1082 = 2260 g 2273

25



Key Size Isn’t Ever

Heartbleed Bug: April :

Vulnerability in OpenSS
cryptographic software

Allowed access to user
passwords, secret ke

~17% of of secure We
vulnerable



http://heartbleed.com/
http://en.wikipedia.org/wiki/Heartbleed
https://www.us-cert.gov/ncas/alerts/TA14-098A

@ Data Encryption St
\” (DES)

 1970s: Developed by IBM
 1977: Accepted by NBS & NSA for

government information and comme
* 56-bit key
. Suspicions of a backdoor



http://en.wikipedia.org/wiki/Data_Encryption_Standard
http://en.wikipedia.org/wiki/EFF_DES_cracker
http://nvlpubs.nist.gov/nistpubs/sp958-lide/250-253.pdf
https://www.eff.org/

@ Advanced Encryptio
\ o~ (AES)

e 2001: Specification established by N
128, 192 and 256-bit key length |

*National Institute of Standards & Technology. Formerly NBS,
National Bureau of Standards


http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://en.wikipedia.org/wiki/Serpent_(cipher)
http://en.wikipedia.org/wiki/Twofish
http://en.wikipedia.org/wiki/Threefish
http://en.wikipedia.org/wiki/Blowfish_(cipher)
http://en.wikipedia.org/wiki/Salsa20
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

Public Key Encryg

e 1976: Diffie and Hellman publish st
on “double key” (asymmetric) cryg

* 1978: Merkle and Hellman develop fi
system “the knapsack”

e 1978: Rivest, Shamir and Adlem:

*W. Diffie and M. Hellman, New directions in cryptography,
|IEEE Trans. Inform. Theory, 22 (1976), pp. 644-654


http://searchsecurity.techtarget.com/definition/RSA
http://en.wikipedia.org/wiki/Public-key_cryptography
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://www.emc.com/domains/rsa/index.htm
http://www.emc.com/index.htm?fromGlobalSelector

Bob Communicates With Alice
(securely)

Hello
Alice!
public key
6EB69570
0BEO3CE4
Alice +
TR — o

private key

30



(RN

* |In the 1960’s cryptographic informa
regarded as a “munition” and a Fec
was required for its export (key size

* 1970s: increasing need for encrypt
commercial purposes

991: Phil Zimmermann publishec

U.S. Export of Crypt



https://www.philzimmermann.com/EN/background/index.html

Pretty Good Priv

(PGP)

 Complex hybrid cryptosystem see &
* Uses

— Encrypt/decrypt files, directories, di

— Secure e-mail
— Digital signatures



http://www.pgpi.org/doc/pgpintro/
http://en.wikipedia.org/wiki/Pretty_Good_Privacy

Pretty Good Privac
(PGP)

* Colorful complex history, see ¥

 Complex to implement
e 2010: Acquired by Symantec (Nort
e 2013: Video Phil Zimmermann sj

*Skip the first 9 minutes of this 57-minute video


http://www.youtube.com/watch?v=P1d8D2yAdwo
http://en.wikipedia.org/wiki/Pretty_Good_Privacy#Network_Associates_acquisition

}\’;Internatlonal Use of (

Use, import and export of cryptol

complex Lofi)

No controls: South & Central Ameri
Bangladesh, Iceland, Syria, Ghana
Kazakhstan

Not allowed or tightly controlled:
delarus, Myanmar, China, Egypt, |
el, Morocco, North Korea

d, Tunisia, Vi


http://www.cryptolaw.org/cls2.htm
http://www.emc.com/emc-plus/rsa-labs/standards-initiatives/cryptographic-policies-countries.htm

e Until ~¥1939, code breaking was a
operation

* Today breaking of encrypted informa
done using computers

imple example of a manual
-computers...
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8.167% I
1.492%

2.782%
4.253%

Frequency of letters in the English language n

12702% I crime and Punishment by Fyodor Dostoevsky

2.228%
2.015%

6.094%

6.966% INIINIGEEEE
0.153%

0.772%

4.025%

2.406%

6.749%

7.507% | I
1.929%

0.095%

5.987%

6.327%

9.056%

2.755% [

0.978%

2.360%

0.150%

1.974%

0.074%

(132 words, 572 letters)

On an exceptionally hot evening early in July a young man
came out of the garret in which he lodged in S. Place and
walked slowly, as though in hesitation, towards K. bridge.
He had successfully avoided meeting his landlady on the
staircase. His garret was under the roof of a high, five-
storied house and was more like a cupboard than a room.
The landlady who provided him with garret, dinners, and
attendance, lived on the floor below, and every time he
went out he was obliged to pass her kitchen, the door of
which invariably stood open. And each time he passed, the
young man had a sick, frightened feeling, which made him
scowl and feel ashamed. He was hopelessly in debt to his
landlady, and was afraid of meeting her.

Encryption done by letter substitution
T=A,W=E,P=8B,etc.


http://en.wikipedia.org/wiki/Letter_frequency

+Letter Frequencies: Crime & Punishment

English Language

Crime and Punishment

Letter | Percent Percent Count
E 12.702 | 12.06 69
T 9.056 | 612 35
A 8.167 | 9.79 56
0 7.507 | 7.34 42
| 6.966 | £.99 40
N 6.749 [ 717 41
S 6.327 | 5.24 30
H 6.094 | 7.52 43
R 5987 | 455 26
D 4253 | .82 39
L 4025 | 490 28
C 2782 | 2.62 15
U 2758 | 1.92 11
M 2406 | 2.27 13
w 2.360 | 2.80 16
F 2228 | 210 12
G 2015 | 2.62 15
Y 1.974 | 2.27 13
P 1.929 | 1.40 8
B 1.492 | 1.05 G
v D.ave | 1.22 7
K 0772 | 067 5
J 0153 | 07 1
X 0150 | 07 1
Q 0.095 | 0.00 ]
i 0.074 | 0.00 0

Analysis of Crime and Punishment

* Frequency of letters (132
words, 572 letters)

* Vowels quickly identified

* Frequency of letter pairs
[SS-4, EE-4, TT-1, FF-0, AN-
15, TH-10, ER-5, ON-5]

* Frequency of first letter in
words



|iL""'-.""-L
{\)‘“ An Unbreakable
e The U.S. Tax Code - -

U.S. Code: Title 26 - INTERNAL REVENUE CODE

Q There are 314 Updates Pending. Select the tab below to view.

Current through Pub. L. 113-75. (See Public Laws for the current Congress.)

us Code MNotes Updates

» Subtitle A—Income Taxes (§§ 1-1564)

s Subtitle B—Estate and Gift Taxes (§8§ 2001-2801)

« Subtitle C—Employment Taxes (§§ 3101-3510)

s Subtitle D—Miscellaneous Excise Taxes (§§ 4001-5000C)
» Subtitle E—Alcohol, Tobacco, and Certain Other Excise Taxes (8§ 5001-5891)
» Subtitle F—Procedure and Administration (§§ 6001-7874)

s Subtitle G—The [oint Committee on Taxation (8§ 8001-8023)

» Subtitle H—Financing of Presidential Election Campaigns (§§ 9001-9042)

« Subtitle [—Trust Fund Code (§§ 9500-9602)

o Subtitle | —Coal Industry Health Benefits (§§ 9701-9722)
subtitle K—Group Health Plan Reguirements (§§ 9801-9834)

e And the winner is...



http://www.law.cornell.edu/uscode/text/26
http://www.fourmilab.ch/uscode/26usc/

One-Time-Pa

* First described in 1882; patented |
e Secure if the one-time-pad...

— is created in a truly random manner
— hasn’t been compromised (stolen)

— any part of the one-time-pad is us
encryption




\> One-Time-Pad

* Vulnerabilities:
— true random generation is not trivial
— distribution can be problematic
— can be unknowingly compromised
— rigorous discipline must be exercis



http://www.random.org/randomness/

One-Time-Pad (cor

q9W9dctDPhm3iwxUJ9x8A4JFPYRIR
2zPbMe5bu3bksk2E7uokkUebjrccWQ
DKC4a3iXVaSpSuvZ97SMcCtWpqpCEL
wegZENgDncz2hfBPY5uYPjg8jxiBE7p
BANLmMY8iRkzLAUuA4jz4Me4goxvN
i5CMpeqSN5k2ixdyNvbntQ8mxo8w
iQaLimDxBF2t7yNmW6eNX666Gqd:
kZzoEY88FAFdu5CWHCckST

4

41



One-Time-Pad (

e Alice wants to send a private mess

* Both Alice and Bob have the same
generated one-time-pad

e Alice encrypts her message with
pad and sends it to Bob
ith the one-time-pad, Bob decr
oet the plaintext |




One-Time-Pac
\

* Alice’s message to Bob: Go home

nnmnnn

ASCII

llﬂllll
ASCI| @ .

ne two (71+112) =

E ted
o | gy nn O B

ASCII

See ... for an 8-bit ASCII table


http://www.ascii-code.com/

One-Time-Pad
\

* Bob decrypts the message by sub
same one-time-pad values...

a | ' 00 @ B
asci (183) (178) 122 210 213 181 223
OT-Pad @ 90  -106 -102 72 -122

the plaintext...

/,,
Letter m“n m
Ascl @@@@@@@@




N Some Thought
\” Recommendation

* Encrypt sensitive information
— Provides a means to secure privacy
— Helps prevent identity theft
— Makes disposal of obsolete equipme

~ * No such thing as 100% assurance

otion software is readily ava




(™ Thoughts and Reco

V (cont.)

* Be very carefully in choosing a mas
 When in doubt, encrypt

» Make several copies of your encrypt
information and store apart from




(T,

. Choosing a Master P
\~ .

* Password (passphrase) suggestion:
— Minimum 16 characters (128 bits)
— Something easy to remember

— A mixture of upper/lower case lette
and numbers

e Examples




v “Choosing a Master Pass
\~ 5

* Don’t share you password with a

e Store the master password in you
deposit box*

* Don’t use the password for anytr

*If you forget your master password your goose is eeeked cremated



. Encryption Softwar
Computers

Name Encryption Systems Price Source Comments
Functions
TrueCrypt Files, folders, Windows, Free Easy to install and use. Open

FileVault Only complete 05 X only Free
disk dnive

disks, Multiple 05 X, Linux - source
devices

Cryptainer Files, folders, Windows Free Easy to install and use.
disks, Multiple $30-$70 n Proprietary
devices

BitLocker Complete disk Windows Free Part of O5. Propnetary
drive. Multiple only n -
devices

. Part of O5. Proprietary
GNU Privacy | Files, e-mail, Windows, Complex. Public/private key
Guard 0S5 X, Linux, n n n encryption. Open Source
(GNUPG) Unix

WinZip 18 Files, folders, e- Windows, $29.95
mail 05 X, 105,
Android

Files folders, e- Windows,
mail 0S5 X Linux,
Unix

Proprietary

7-Zip Open Source



http://truecrypt.ch/
http://www.cypherix.com/
http://windows.microsoft.com/en-US/windows7/products/features/bitlocker
http://en.wikipedia.org/wiki/BitLocker_Drive_Encryption
http://support.apple.com/kb/ht4790
http://www.gnupg.org/
http://www.gnupg.org/gph/en/manual.pdf
http://en.wikipedia.org/wiki/GNU_Privacy_Guard
http://www.winzip.com/win/en/index.htm
http://www.7-zip.org/
http://support.apple.com/kb/ht1578

@

T Encryption for E-
‘D YP

* Third-party applications
— Sendic for Microsoft Outlook (free a
— Symantec Desktop Email Encryption o1
— CryptoMailer 5 ($100/yr) [}
— Voltage Security Cloud SecureMail
— HushMail (free, S35/yr and $50/yr

yther secure e-mail service
. i



http://www.sendinc.com/software/outlook-email-encryption-add-in?gclid=CPbchYu75bwCFW9p7AodK08AjA
http://buy.symantec.com/estore/categoryDetailPage/productCode/PGP-DEE-EXP-LEM_Vx_12MO_PC/skuType/Product
http://email-encryption-software-review.toptenreviews.com/
http://www.thegreenbow.com/cryptomailer/?gclid=CJ7Vl8yk57wCFQIOOgodVUIAlw
http://www.voltage.com/products/securemail/securemail-cloud/
https://www.hushmail.com/services/hushmail/features/

@y

.\ Encryption for E-
‘D YP

* QOutlook, Apple Mail and Thunderk

— Encrypted attachments (TrueCrypt, C
WinZip, GnuPG)

— Exchange of public/private keys via
(certificate) used within an applica



http://support.formstack.com/customer/portal/articles/1239167-pgp-email-encryption
http://www.pcmag.com/article2/0,2817,1838150,00.asp
http://www.gnupg.org/

The “Demise” of TrueCrypt

From: http://truecrypt.sourceforge.net/ (May 28, 2014)
Do not download TrueCrypt from this Web site: - For balanced explanations see: n -

WARNING: Using TrueCrypt is not secure as it may contain unfixed security
Issues

This page exists only to help migrate existing data encrypted by TrueCrypt.

The development of TrueCrypt was ended in 5/2014 after Microsoft terminated support of
Windows XP. Windows 8/7/Vista and later offer integrated support for encrypted disks and
virtual disk images. Such integrated support is also available on other platforms (click here
for more information). You should migrate any data encrypted by TrueCrypt to encrypted
disks or virtual disk images supported on your platform.

Migrating from TrueCrypt to BitLocker:

52


https://www.grc.com/misc/truecrypt/truecrypt.htm
http://truecrypt.sourceforge.net/
http://windowssecrets.com/top-story/the-life-and-untimely-demise-of-truecrypt/
http://windowssecrets.com/top-story/data-encryption-alternatives-to-truecrypt/

TrueCrypt Lives!

From: http://truecrypt.ch/ (June 2, 2014) -

TrueCrypt must not die

TrueCrypt.ch is the gathering place for all up-to-date information.

If TrueCrypt.org really is dead. we will try to organize a future.

Steve Gib=on: TrueCrypt is still safe to use

Located in Switzerland Q Community Download
If there have been legal problems with the U3, We are looking for an interactive communication We offer all the downloads which are not
the independent hosting in Switzerland will with the users and a bigger community effort. available at TrueCrypt.org at the moment,

guarantee no interruption due to legal threats.

Non Anonymous Q In Development O Real 0SS

Anonymous development on a security relevant Currenthy the news is still in flux, and we will We put together the whole TrueCrypt Source
Project iz no lenger an option. The TrueCrypt.ch support any efforts in reviving TrueCrypt. If into a github repo: feel free to clone.

team will stand with their name! other Initiatives arize we will try to support

them. At the moment we want to make sure

everyone who wants can continue to use
TrueCrypt.


http://truecrypt.ch/

Future Cryptolc

 What’s coming down the pike...




'iﬁ \ Cats & antum Cr
__Cats & Quantum Crypf¢
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{.{-ﬁh i

\) Erwin Schrodi

e Austrian physicist 1887-1961
* 1933 Nobel Prize in physics with P
e Schrodinger equations (quantum

Time-dependent Schrodinger equation (general) Time-dependent Schridinger equation (single non-relativistic particle)

'nﬁw—fi‘w 'hﬁmy t) = _—Evz Vir. )| O(r. ¢
t af - t af (I‘_, ) - 2?‘71 + (I‘_, ) (I‘_, )

Time-independent Schrodinger equation (single non-relativistic parficle)

Time-independent Schrodinger equation (general)

EV = HU

E¥(r) = [;—ivz + V(r)] U (r)




What if a cat behaved
Like a sub-atomic
particle?

simultaneously alive and c
This is known as “superposition”




WANTED

‘-

- _ -
DEAD & ALIVE

SCHRODINGER'S CAT

“And for show and tell
today, little Erwin here has
brought his cat”




Bits & Qubit |

e A classical bit has a value of O or 1

* A quantum bit (qubit) has a value
simultaneously (“superposition”)

* A photon can act as a qubit; it he
states O and/or O




A Particle (photon) in a Box

State of superposition

60



A Particle (photon) in a Box

Look at the
particle in the
box...

61



STUCK IN A DULL, LOW PAYING JOB?
WANT TO MAKE BIG MONEY?

BE4H
QUANTUM

o]
3 Yes! I want 10 get in on the ground floor of this ex-
citing new field. | understand no salesman will call.

€ § ADDRESS
THE CQlUMBM. INSTITUTE OF QUANTU-M MECHANICS, |N.(. = CITY. STATE. ZIP
Not affiliated with the Columbia Broadcasting System, Columbia
University, the District of Columbia, or Columbia, Gem of the Ocean. l COLUMBIA INSTITUTE OF QUANTUM MECHANICS

J  Suite 293, 1100 Back St., Improvidence, RI 02904

Now that you understand quantum mechanics...

62



.  Heisenberg’s Unc

\” Principle

* |t's impossible to know both an [st
object's position and velocity e same time

* “The more precisely the position of a
atomic] particle is determined, t
precisely the momentum is kno

instant, and vice versa.” 1927

Werner Heisenberg 1901-1976, German physicist. Nobel Prize in physics 1932


http://www.aip.org/history/heisenberg/p08.htm

Now that you understand Heisenburg’s
uncertainty principal...

--------------------------------------------------------------------------------------------
------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooo
------------------------------------------------
----------------------------------------------
---------------------------------------------
ooooooooooooooooooooooooooooooooooooooooooo
.....................

7/ WECANTELLYOU THE  NS9o% B rog g
# STATUS OF YOUR ORDER, OR
THE LOCATION, BUT NOT

BOTH.

Welcome to
Heisenberg's
— > = ——

64



You’ll smile if you truly understand Heisenburg’s
uncertainty principal...

. cgn't You probgbly Know Teo much
At h:ITE with '}in d my qbgut Th:ig motentum,
e cdr keys. \
Heisenbergs «
Frau Herr Dr.

Heisenberg Heisenberg

65



@ Alice Sends Message

V (via qguantum encryptio

* Alice sends the key as a series of pt
which the spin is known (polarized

* The spin of each photon is represer

for (U)or 0 (O)

* The encryption key is

Repeated transmission with the s
irms transmission has not bee




@ Alice Sends Message
\/ (via quantum encryptio

* The plain text is

* Alice adds the encryption key (

plain text to get the cipher text

* The enciphered text is transmittec




(N Organizations Invc
\/ Quantum Cryptogre

e Swiss Quantum [l
Tokyo QKD Network [
Battelle
Max Planck Institute i}
Los Alamos National Labs [

1al Security Agency [



https://www.lanl.gov/science/centers/quantum/cryptography.shtml
http://www.battelle.org/media/press-releases/-first-commercial-quantum-key-distribution-protected-network-in-u.s
http://swissquantum.idquantique.com/
http://www.mpl.mpg.de/index.php?id=125&L=0
http://www.technologyreview.com/view/418968/commercial-quantum-cryptography-system-hacked/
http://www.uqcc.org/QKDnetwork/
http://www.nsa.gov/research/_files/publications/qkd_networking_njp.pdf
http://www.iop.org/news/14/jan/page_62415.html

Constant Strife & Competition
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Books on Cryptogr

The Code-Breakers: The Comprehensive History of Secre
from Ancient Times to the Internet, David Kahn, revised
New York, 1181 pp. '

Codes, Ciphers & Other Cryptic & Clandestine Communicc
Wrixon, 1998, Black Dog & Leventhal, New York, 704 pp:

ICSA Guide to Cryptography, Randall K. Nichols, 1999, McG

York, 837 pp.

Crypto: How the Code Rebels Beat the Government—Sa
Digital Age, Steven Levy, Viking, New York, 2001, 356

The Emperor’s Codes: The Breaking of Japan’s Secret
Smith, Penguin Books, New York, 2000, 335 pp. |

Di appearlng Cryptography Informat/on Hiding; Stega




Thanks

for your attention

assword for
keep afll my
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Il forgot the

WO BUDHLI VAN,
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