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Outline

• Wi-Fi—what it is

• Routers—what they do

• The standard Wi-Fi 6 (aka 802.11ax)

• A bit about wireless security
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What is Wi-Fi?

• A wireless technology used to link computers, 
tablets, smartphones, cameras, refrigerators, IoT

✓These devices are called clients which are “attached” 
to a router

✓Usually there is also a connection to the Internet 

• Wi-Fi are standards developed by the IEEE*

• There are currently six (?) Wi-Fi standards 
designated in the 802.11 family

* Institute of Electrical and Electronics Engineers 
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https://www.ieee.org/


Generations of Wi-Fi

From Wikipedia* Wi-Fi 0, 1, 2, 3 are unbranded common usage

2.4/5 and
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https://en.wikipedia.org/wiki/Wi-Fi
https://www.rfwireless-world.com/Terminology/difference-between-wifi-6-and-wifi-5.html
https://www.minim.com/blog/wifi-4-vs-wifi-5-vs-wifi-6
https://www.networkworld.com/article/3238664/80211x-wi-fi-standards-and-speeds-explained.html


Wi-Fi 6

• What’s new compared to Wi-Fi 5?

✓ Less interference between networks in crowded areas

✓ Faster speed

✓ Lower latency

✓ Introduction of a third additional band, 6 GHz (6E only)

✓ MU-MIMO, OFDMA, BSS, TWT… blah, blah, blah 

• Few Wi-Fi 6E routers available

• Very few Wi-Fi 6E client devices to be had*

• Wi-Fi 6 is backward compatible

• For more information see  
* At this time Apple products do not support Wi-Fi 6E 5

https://theceoviews.com/what-is-wi-fi-6e-its-benefits-and-drawbacks/
https://www.pcmag.com/news/what-is-wi-fi-6e
https://www.tomsguide.com/face-off/wi-fi-6-vs-wi-fi-6e-whats-the-difference
https://www.howtogeek.com/519823/wi-fi-6e-what-is-it-and-how-is-it-different-from-wi-fi-6/
https://kb.netgear.com/000062799/What-is-the-difference-between-WiFi-6-and-WiFi-6E


From 

Some Nitty Gritty Details
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https://www.asus.com/Content/WiFi6/#WIFI-6E/


FREE WIFE
ZONE
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What Is a Router?

• A device that forwards data packets between 
devices (clients) in a computer network

✓ LAN (your home network) 

✓ Connection to the Internet

• Routers forward data to a modem that passes 
data to the Internet

• Routers care be wired or wireless

• For more information see 
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https://en.wikipedia.org/wiki/Router_(computing)
https://us.norton.com/internetsecurity-iot-smarter-home-what-is-router.html
https://www.cloudflare.com/learning/network-layer/what-is-a-router/


Internet

Client➔

Client➔

Client➔

Client➔Client➔

9





Examples of ASUS Wi-Fi Routers*

* ASUS currently has 14 families of Wi-Fi routers
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https://www.asus.com/us/Networking-IoT-Servers/WiFi-Routers/ASUS-Gaming-Routers/RT-AX86U/
https://www.asus.com/us/Networking-IoT-Servers/WiFi-Routers/ASUS-Gaming-Routers/RT-AX92U/
https://www.asus.com/us/Networking-IoT-Servers/WiFi-Routers/ASUS-WiFi-Routers/RT-AX3000/
https://www.asus.com/us/Networking-IoT-Servers/WiFi-Routers/All-series/RT-AX55/
https://www.asus.com/us/Networking-IoT-Servers/WiFi-Routers/ASUS-WiFi-Routers/RT-AX1800S/


Mesh Routers

• Mesh routers use two or more connected 
devices to distribute the Wi-Fi signal more 
broadly—resulting in extending coverage

• Most manufacturers of routers also make 
mesh routers

• For more information see 
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https://www.ign.com/articles/best-mesh-router
https://www.wired.com/story/best-mesh-wifi-routers/
https://en.wikipedia.org/wiki/Mesh_networking
https://www.cnet.com/home/internet/best-mesh-wifi-routers/


Router Brands and Where to Buy

• ASUS

• D-Link

• Linksys

• Netgear

• TP-Link

• Amazon

• Best Buy

• Costco Wholesale

• Micro Center

• Newegg

• TigerDirect

Brands Where to Buy
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https://www.tp-link.com/us/home-networking/wifi-router/
https://www.netgear.com/home/wifi/routers/
https://www.linksys.com/us/
https://us.dlink.com/en/consumer/wifi-routers
https://www.asus.com/us/Networking-IoT-Servers/WiFi-Routers/All-series/
https://www.tigerdirect.com/
https://www.newegg.com/
https://www.microcenter.com/site/stores/fairfax.aspx
https://www.costco.com/
https://www.bestbuy.com/
https://www.amazon.com/


One Compelling Reason to Upgrade

From
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Speed

https://www.minim.com/blog/wifi-4-vs-wifi-5-vs-wifi-6


2nd Reason to Upgrade—Better Security

_______

_______
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https://www.tp-link.com/us/homeshield/
https://dongknows.com/tp-link-wi-fi-6-router-gets-homecare-pro-security/
https://www.mbreviews.com/is-netgear-armor-worth-it/
https://www.youtube.com/watch?v=f9CzYldti7Q
https://www.asus.com/Content/AiProtection/
https://www.businesswire.com/news/home/20210810005309/en/Newly-Enhanced-NETGEAR-Armor-Helps-Deliver-Next-generation-Protection-for-Connected-Devices-in-the-Home
https://www.netgear.com/home/services/armor/
https://www.tp-link.com/us/homecare/
https://www.androidcentral.com/what-asus-aiprotection-pro-and-should-you-subscribe-it
https://www.youtube.com/watch?v=IDomC4x6Tdw
https://techprojournal.com/is-asus-aiprotection-good/
https://www.youtube.com/watch?v=7SUYwwq6GFY


When Should You Replace Your 
Router?

• When mfg. declares your router obsolete

• Firmware can no longer be updated

• Your LAN becomes progressively slower

• A new IEEE 802.11 standard comes out

• When you’re renting your router from your ISP

• When you are experiencing connection issues 

• Common wisdom—every three to five years

• For more information see
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https://www.cnet.com/home/internet/how-to-tell-when-its-time-to-upgrade-your-router/
https://www.youtube.com/watch?v=ZMA6tX6nZzE
https://networkshardware.com/how-often-should-you-replace-your-router/
https://www.consumerreports.org/wireless-routers/how-to-tell-when-its-time-to-replace-your-router-a5475786635/


Manufactures’ End-of-Life Products

• ASUS

• D-Link

• Linksys

• Netgear

• TP-Link
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https://www.linksys.com/us/support-article?articleNum=291978
https://www.linksys.com/id/support-article?articleNum=291977
https://www.linksys.com/us/support-article?articleNum=291976
https://www.linkdataguard.com/TP-Link-EOL.asp
https://www.netguardstore.com/Netgear-EOL.asp
https://legacy.us.dlink.com/
https://www.asus.com/event/network/eol-product/
https://www.linksys.com/no/support-article?articleNum=318745


IEEE 802.11ax
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New & Enhanced Tech in Wi-Fi 6

• Improved performance with (a) accommodating 
more simultaneous users and (b) many more clients

• Faster speed: Wi-Fi 5 (3.5 Gbps) Wi-Fi 6 (9.6 Gbps)

• OFDMA

• MU-MINO

• Beamforming

• BSS

• TWT security

• WPA3 security

Explanations to follow…
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OFDMA… Huh?

• OFDMA = Orthogonal Frequency Division 
Multiple Access

• The effect?

✓More devices can connect to your LAN (up to 74) 
and are served simultaneously

✓Lower latency by delivering multiple pieces of data 
to multiple clients simultaneously

• For more information see
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https://www.networkworld.com/article/3332018/wi-fi-6-with-ofdma-opens-a-world-of-new-wireless-possibilities.html
https://www.cisco.com/c/en/us/products/wireless/what-is-ofdma.html#~q-a
https://www.youtube.com/watch?v=jU_hacMiUAc
https://en.wikipedia.org/wiki/Orthogonal_frequency-division_multiple_access


MU-MINO… You’re kidding!

• MU-MINO = Multiple User—Multiple Input—
Multiple Output

• The effect?

• For more information see

Previously data were 
streamed sequentially
to clients
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https://www.youtube.com/watch?v=B2h8FohnwUs
https://www.linksys.com/us/r/resource-center/what-is-mu-mimo/
https://www.networkworld.com/article/3250268/what-is-mu-mimo-and-why-is-it-essential-for-wi-fi-6-and-6e.html
https://www.howtogeek.com/242793/what-is-mu-mimo-and-do-i-need-it-on-my-router/


Beamforming
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Beamforming

• Focusing radio transmission from router to 
clients 

• The effect?

✓ Higher speed

• For more information see

(From       )
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
Greater reach between
router and clients

https://www.youtube.com/watch?v=xGkyZw98Tug
https://www.commscope.com/globalassets/digizuite/542044-Beamformer-Explained-WP-114491-EN.pdf
https://www.howtogeek.com/220774/htg-explains-what-is-beamforming-on-a-wireless-router/
https://www.researchgate.net/figure/Visualization-of-transmit-beamforming-in-an-LoS-scenario-The-beamforming-is-adapted-to_fig1_261324839


BSS Coloring… Wot?

• BSS = Basic Service Set

• The effect?

✓Reduces interference between Wi-Fi clients…  
especially helpful in Wi-Fi congested areas

✓Consequently, improved performance

• For more information see
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https://www.commscope.com/blog/2018/wi-fi-6-fundamentals-basic-service-set-coloring-bss-coloring/
https://lancomwire.com/more-power-for-your-network-with-bss-coloring/
https://www.youtube.com/watch?v=xHRtLnGGt_U
https://www.youtube.com/watch?v=Uu9-pxihgjw


TWT… not Twit

• TWT = Target Wait Time

• Effect?

✓Enables the router to negotiate with clients (IoT) 
to establish when and how often the client will 
wake up and send or receive data

✓Extends battery life of IoT devices

• For more information

24

https://www.youtube.com/watch?v=Go4_1VE7R6c
https://www.youtube.com/watch?v=XLRB2Lnt8E0
https://www.celeno.com/blog/the-low-power-advantage-of-wi-fi-6/6e-twt-explained


Router Security is Complicated
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“No technology that’s connected to the Internet is unhackable”
Abhijit Naskar



Security



Setting Up a Router

• Process varies widely depending on manufacturer and 
router model

• Before setting up a router, make an effort to become 
educated…

✓Web sources

✓Videos

✓ Search the Web for your specific make and model router

• Carefully read the router’s documentation before 
starting to set up 

• Alternatively, get a knowledgeable friend or expert (a 
child?) to help or do it for you! 27

https://www.youtube.com/watch?v=qfS8-Qvvmfk
https://www.youtube.com/watch?v=mGjuw4295Q0
https://www.pcworld.com/article/474115/how-to-set-up-a-wireless-router.html
https://www.popsci.com/router-security-settings/
https://www.itproportal.com/2014/01/22/a-step-by-step-guide-to-setting-up-a-home-network/
https://www.tomsguide.com/news/three-things-to-do-set-up-router
https://www.dummies.com/article/technology/information-technology/networking/general-networking/configure-a-router-202228
https://www.cisco.com/c/en/us/solutions/small-business/resource-center/networking/how-to-set-up-router.html


Wireless Security

• Immediately change the admin password

✓User = “admin”

✓Password = "S0meth1ng-Rea11y-G00d”

• There are numerous factors to consider

• Which encryption protocol to use?  WEP or  
WPA or WPA2 or WPA3      )?

• For information on wireless security see
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Getting a router up and running
is usually straightforward           .
Implementing security is not     .

https://www.lifewire.com/8-best-tips-for-protecting-your-home-network-4842378
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.tomsguide.com/us/home-router-security,news-19245.html
https://www.netspotapp.com/blog/wifi-security/wifi-encryption-and-security.html
https://routersecurity.org/
https://consumer.ftc.gov/articles/how-secure-your-home-wi-fi-network
https://www.pcworld.com/article/395054/how-to-secure-your-home-wi-fi-network-and-router.html


__ __ __ __
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https://www.youtube.com/watch?v=WZaIfyvERcA
https://www.securew2.com/blog/wpa3-the-ultimate-guide
https://en.wikipedia.org/wiki/Wi-Fi_Protected_Access
https://www.mist.com/wpa3-just-the-essentials-on-the-latest-in-wi-fi-security/
https://www.youtube.com/watch?v=gvHhK_LCmr8
https://www.youtube.com/watch?v=44I1wfgGT80


Where Security Gets Complicated
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For ASUS RT-AX86U router Recommendations from ASUS

 Turn on AiProtection

https://www.asus.com/us/support/FAQ/1039292/


Where Security Gets Complicated (cont.)

31

 Disable access from WAN



Where Security Gets Complicated (cont.)
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 Disable Telnet and SSH



Where Security Gets Complicated (cont.)
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 Do not enable DMZ



Where Security Gets Complicated (cont.)
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 Enable https to log in ASUSWRT



ASUS RT-AX86U—Admin Portal
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https://techprojournal.com/is-asus-aiprotection-good/
https://www.youtube.com/watch?v=IDomC4x6Tdw
https://www.youtube.com/watch?v=hP7K_LBXP4E
https://www.androidcentral.com/what-asus-aiprotection-pro-and-should-you-subscribe-it


Thanks for
Listening!
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