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loday's Agenda

- Why do | need to backup my device ?
. Evolution of the Technology

.- What should | backup ?

. Clone vs Backup

. Online vs Local

ich Software should | use ?




Why do | need to backup my device?

- 113 phones are lost/stolen per minute
.+ Every 14 sec ransomeware attack

- 1in 10 Computers infected with virus/month

aptop Is stolen



What should | backup 7

Anvything vou can not affor
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https://www.independent.co.uk/arts-entertainment/films/news/lightyear-toy-story-2-deleted-b2017238.html
https://www.vox.com/recode/2019/5/21/18634505/baltimore-ransom-robbinhood-mayor-jack-young-hackers
https://www.forbes.com/sites/clareoconnor/2011/08/22/richard-bransons-private-necker-island-estate-destroyed-in-fire-family-survives/?sh=e6640595738e

The evolution of the Backup

WILLIAMS TUBE DRUM MEMORY UNISERVO IBM 350 CASSETTE TAPE

[ts=  THE HISTORY OF DATA BACKUP
L >

Network Cloud
Backup Backup

S5.25" ALOPPY Flash Drive
MINIDISC MD DATA

Writable
CDs / DVDs

Floppy Disk

Hard Disk

IBM 178 MICRODRIVE SD CARD SOLID STATE DRIVE CLOUD STORAGE
NOW Magnetic Tape
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I'he 3-2-1 Rule

The 3-2-1 Rule

SHES

Have at Least Three Copies of Your Data

£+

Store Two Copies on Different Storage Types

Keep One Copy Off-Site

=X
erty of thier respective owners. vraeaammAmmli =]
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Offsite ?
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(et a Sate ?



https://www.sentrysafe.com/product/SFW123CS

What Backup Strategy should | do 7

- How long can | be without my data®
- How fast do | want to restore my data”?
- How much do | want to spend on services and equipment?

TrONTUNEN
| TRIED T0 RECOVER
UR DATA




Hardware and Software

The evolution of storage
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Mechanical SATA vs SSD

Spindle  Heag

Actuator Arm
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Specifications

Key Parameters

Access Time

Random I/O Performance

Reliability

Energy Savings

CPU Power

Input/Output Request Time

Backup Rates

HDD

5.5~8.0 ms

Up to 400 io/s

Failure Rate 2~5 %

Consumes between 6 & 15 watts

Average I/O wait is 7%

Average time is 400~500 ms

20~24 hours

SSD

0.1 ms

6000 io/s

Failure Rate 0.5%

Consumes between 2 & 5 Watts

Average wait time is 1%

Average Service time 20 ms

6 hours




SSD's still expensiv

G-DRIVE™ PRO STUDIO SSD

from SanDisk Professional
* %Kk K 50 (1) Writeareview

Capacity

$1,599.99

Starting at $100/mo with aff@. Learn more

Part#: SDPH51J-006T-NBAAD

G-DRIVE™ PRO Desktop
Drive

from SanDisk Professional
Y% % A 3.6 (19) Write a review

Capacity

20TB

$349.99

VS

G-DRIVﬁrmorLock SSD

from SanDisk Professional
) .. 3.3 (4) Write areview

Capacity

- $599.99

Starting at $55/mo with affirm). Learn more
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Disk O Disk O Disk 1
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RAID 10

Combines speed from RO with high reliability
2 out of 4 disk can fall, still have all your data

RAID 1+0
RAID 0
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PRO vs CON

You need double the storage of your original disk
Fast
Inexpensive
Need at least 4 drives
f 2 drives of the same array fall, the data is gone.
Still need another backup software to provide full data recovery

PROMISE Pegasus32
R4 16TB RAID System

$1,499.00

)

-
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Network ( Home ) Storage

«Small Office / Family
*WiFi1 / no cables
*Central Storage
*Remote access

*|nexpensive

1



Don't rely only on flash drives for your entire
pbackup !




Hollywood Ristory

In 1995 9GB HDD was $2350



https://www.imdb.com/title/tt0113481/




Software
Solution




Backup Scheme

TYPES OF ENTERPRISE DATA BACKUP

I Covers entire data set

- Costly & time intensive

[

f_ - Usually supplements the backup strategy

INCREMENTAL

- Only backs up new data since past backup
- Reduces time between backups

- Lower volume of data

DIFFERENTIAL

- Only backs up sets of data with a change

DATA BACKUP IS ESSENTIAL TO PERFORM
Backup 1 Backup 2 Backup 3 Backup 4 AFULL RESTORE IN CASE OF DATA LOSS

Compu’rer Monkeys
Uwe Dotzauer
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Clone the System




Pro & Con

aster recovery
*Good when upgrading to a bigger drive




Backup....
There is an app for that |




eSince 2007
Carbon Bootable B/UP
Differential, Incremental, Full

*Schedule
Cloud friendly



https://bombich.com

T1ime Machine

*Encryption
*Verify Backups ( OPT+CLICK only NAS )
*As bigger the external drive, as more file versions
*Every hour
*Incremental
*Exclude items
*Multiple drives

O (o ) Sun4:45PM Q @ =

Verify Backups
Browse Other Backup Disks... *

. Open Time Machine Preferences...
Oldest backup: Yesterday, 4:12 PM

Latest backup: Today, 4:44 PM
Select Disk... Next backup: Today, 5:28 PM

Time Machine ~

¢
D
Back Up Automatically .w
Time Machine keeps: ()

(<
<.
« Hourly backups for the past 24 hours '\'
)

« Daily backups for the past month

« Weekly backups for all previous months o

The oldest backups are deleted when your disk becomes full. Computer Monkeys
Uwe Dotzauer
7/03-340-6230

Show Time Machine in menu bar Options...
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Windows 11 Backup

Settings

R Richard .
Local Account e > Ba(:kup OptIOI"IS

F| '-Il::l d '.-':_'ttl N ';I Dvervi E_w
Size of backup: 0 bytes
S Total space on Removable Disk (E) (E:): 14.3 GB

Bluetooth & devices Your data i1s not yet backed up.
Settings . Back up now
Metwork & internet

r------------------.

FPersonalization Back up my files

K System > Storage > Backup options

Every hour (default)

I
i
I
Apps i

Back up files to OneDrive

n . - ------------------1
R i Keep my backups |

Congratulations — files in your Desktc I

System ) . . i

Time & language Forever (default) |

_ them anytime, from any device " i

Bluetooth & devices Open OneDrive . o
Gaming

Metwork & internet : Ba CI( up th ese f'D IdEf s 1

. . . Accessibility -
Personalization Back up using File History 4 Adda folder

; . - . s mey B e riy
Ba nother drive and restore them if the originals are : Privacy & secunty
A -
Apps

ted.

’ Saved Games
Windows Update el

Accounts + Add a drive <:: o e
Time & language inks .’ ~
More options

C “harc <D
Gaming S ()

B Looking for an older backup? S Lo e
Accessibility f you create ~kup using t : <up and Restor . AU wichare "
L )

it Ir ).

Go to Backup and Restore {Windows 7) ‘
Computer Monkeys
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Privacy & security

Windows Update
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Know the Lingo

True online Cloud Backup vs Cloud Storage

Cloud Backup Cloud Storage

apazon|S3
Backup Everything " I} Office 365
g | . Google Dri ' .
- e
—— ——— e

o r{v_
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Cloud Storage

*Sync / storage of files and data in a ‘
specific location |

Google Drive

*Content has to be in a spot, otherwise
not included in the preservation !

*Delete one file is gone on all devices .
>
% Dropbox *No version history :
OneDrive

/03-340-6230
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iCloud

iTunes & App Store

Passbook & Apple Pay

Mail, Contacts, Calendars
Notes

Reminders

Phone

Messages

FaceTime

Maps

Compass

Safari

Cloud for iIPhone/IPad

iCloud Drive

Photos

Maul

Contacts

Calendars

Reminders

Safari

Notes

Passbook

Backup

| Keychain

Find My iPhone

iCloud Backup

Thisis

BaCKUp

for mobile devices (Apple
't does do a full backup !

39
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Online Backup Services

The entire system Is being backed up |

Backblaze

Acronis Cyber Protect Home Office

* Unlimited storage
* Lots of tools

* Two factor authentication

-ull disk image
 Fast upl d
astypioac Spes « Ransomware safe

“‘F:'i A |_|E';'1
L o W |

|


https://www.backblaze.com
https://www.crashplan.com/en-us/small-business/
https://www.acronis.com/en-us/products/true-image/features/imaging/

Archive, the other kind of

Backup!

ARCHIVING

It Wrong

ing

You're Do




| Ittle Prevention Action

*Use a keyboard cover
*Use a surgenprotector UPS
*“Find my Mac”
«Set up FileVault (maybe
*Get AppleCare+ ( accidental damage

AppleCare+

iCloud Security & Privacy

FileVault Disk Encryption

Allow Find My Mac to use the location of this Mac?
FileVault secures the data on your disk by encrypting s contents automatically. - - . - -~
i General PIE S Firewall Privacy |

Find My Mac is part of iCloud and helps you locate, lock, or erase

a lost Mac.
FileVault secures the data on your disk by

encrypting its contents automatically.

Cancel | SLIEUES
| WARNINC: You will need your login password or a recovery key to access your data.
A recovery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the data will be lost.

o

Adam Engst i
FileVault is turned off for the disk “Macintosh HD". . @

ace@tidbits.com
Account Details = Q 0
) Would you like to use FileVault to encrypt the disk on your Mac? ‘
-

Manage Family

2 Turn on FileVault disk encryption

@ Back to My Mac Allow my ICloud account 10 unlock my disk
Computer Monkeys
vour 1Csowd accoust [ c2n ve used 10 uniock your diak and reset your passwoed
Uwe Dotzauer

@ Find My Mac if you forget it. If you 00 not want 10 alow your ICIoud BSCOUNE 1O resat yOur PasSEWOrd, you Can
Groate a recovery key and store & in a safe PACE 1o UNioCK youT disk

/03-340-6230

Sign Out Photos and Videos 102.09 GB Available Manage... \?) a
Conbtrue (] Click the lock to make changes.
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https://www.clearbags.com/15-x-11-antibacterial-keyboard-cover-250-pieces-apsk1511.html?utm_id=go_cmp-17870829116_adg-_ad-__dev-c_ext-_prd-APSK1511_mca-7915465_sig-Cj0KCQjwr4eYBhDrARIsANPywCg-HWqRw-N7x-7wWjQFAD5J3QYXZ-dbnFEgGLYXswA308CvxjvrDdUaAhMAEALw_wcB&utm_source=google&gclid=Cj0KCQjwr4eYBhDrARIsANPywCg-HWqRw-N7x-7wWjQFAD5J3QYXZ-dbnFEgGLYXswA308CvxjvrDdUaAhMAEALw_wcB
https://www.amazon.com/dp/B0030SL08A?linkCode=ogi&tag=pop-lift-20&ascsubtag=%5Bartid%7C10060.g.35599409%5Bsrc%7Carb_ga_pop_d_bm_comm_lft_us_g35599409%5Bch%7Ca5cbbaaf0040d38148d06909f964271e%5Blt%7C
https://www.apple.com/support/products/mac/

I'he lake aways

- Havea " PlanB "
- Know what Iis important to you
+ Backup frequently
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-Or Hire

Uwe Dotzauer
703-340-6230
uwe007@hotmail.com



I'here Is one more thing...
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https://www.youtube.com/watch?v=KHZ8ek-6ccc

Questions 7




